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Introduction

The anti-terrorism hill passed by Congress in the wake of the September 11 attacks, cdled the
"USA Patriot Act," contains a subtle but important change to federal grand jury procedure as part of an
effort to bring about increased coordination between law enforcement, national security, and defense
efforts. Matters occurring before federal grand juries have historically been kept secret.  Disclosure of
grand jury materids has been permitted only tothosedirectly involved inthe enforcement of federd crimind
law or by court order under sharply limited circumstances. The Patriot Act relaxes the secrecy rulesto

permit, for the first time, disclosures of grand jury materia without a court order for purposes unrelated to

*Charles L. B. Lowndes Professor, Duke University School of Law. The authors would like to
thank Robert Mogtdller and Scott Silliman for their helpful comments, and Katherine Y anes for her able
assgtance in the preparation of this article.

" Partner, Kynes, Markman & Felman, PA., Tampa, FL.

Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and
Obstruct Terrorism Act (USA PATRIOT Act) of 2001, Pub. L. No. 107-56, 115 Stat. 272 (2001).



the enforcement of federd crimind law. These changes haveimplicationsnot only for theinterestsfurthered
by the secrecy provisons of grand jury procedure, but aso for the larger question of the appropriate role

and uses of federa grand juries.

. A Brief History of Grand Jury Authority and Secrecy

The higtory of grand jury secrecy and the interests underlying the secrecy rules reflect a consstent
theme: grand juries are exdudvey intended for use in the investigation and prosecution of crimes. Any
disclosure of grand jury materid for a purpose other thandirect crimind law enforcement requires a court
order to be issued only upon a demongiration that thereis a particularized and compelling need for such
disclosure. Where exceptions to the genera rule of secrecy have been carved out to recognize emerging
chdlengestolaw enforcement, theseexceptions have been quitelimitedinscope. Theexceptionshaveadso
been consgtent inthar use of judicid supervisonto insurethat disclosuresare limited to circumstancesthat
present a specific need that outweighs the need for secrecy.

The grand jury widlds enormous investigative power. Grand jury secrecy is criticd to the grand
jury’ sinvestigetive effectiveness, but secrecy aso servesto minimize the harmthat may be caused by grand
jury investigations. Grand jury secrecy thus reflects the dud function of the grand jury, as both a shield
protecting those accused of serious federd offenses, and asword that can be wielded by the government
to ferret out wrongdoing.

A. The scope of the grand jury’ s authority



Operating outsde of the public eye, the grand jury is the most powerful investigetive agency in the
federa crimind jugtice sysem. During the investigative phase the grand jury serves many of the same
functions as federal police agencies? such asthe F.B.I., but the grand jury widds significant powers not
shared by the other investigative agencies. The federd grand jury can compe the cooperation of persons
who may have information rdlevant to the matters it is invesigaing. Persons who may have such
information can lanfully refuseto be interviewed by police agenciessuchasthe F.B.1., but any (and every)
person can be subpoenaed to appear and testify under oath before agrand jury.® If individuds who are
subpoenaed fail to appear or refuseto answer questions, they will be held incontempt absent avdid clam
of privilege* The contempt power gives the prosecution a powerful lever to compel cooperation, for a

witness who refuses to testify can be held in custody for as long as 18 months® Indeed, a recdcitrant

This is not the role highlighted in the Fifth Amendment, which provides the grand jury as a
condtitutiondly mandated protection for the accused before he may be held to answer at trid. The Fifth
Amendment provides that “[n]o personshdl be held to answer for acapitd, or otherwise infamous crime,
unless on a presentment or indictment of a Grand Jury, except in cases arigng in the land or nava forces,
or in the Militia, when in actud servicein time of War or publicdanger . . . .” U.S. Const., amend. V.
The grand jury clause has been interpreted as gpplicable only in federd proceedings. See Hurtado v.
Cdifornia, 110 U.S. 516 (1884).

*See generally SARA SUN BEALE, WiLLIAM C. BRYsoN, JAMES E. FELMAN & MICHAEL J.
ELsToN, GRAND JURY LAW AND PRACTICE 88 6:1-6:3 (2d ed. 1997) [hereinafter BEALE, GRAND JURY
LAaw].

‘See generally id. 88§ 11:13-11:21.

528 U.S.C. § 1826(a) provides that a witness may be confined until he complies with the court’s
order that he testify or provide documentary evidence, thet the period of confinement may not exceed the
grand jury’s term, and in any event may not exceed 18 months. The usud term for a grand jury is 18
months, though its term may be extended for sx months. See Fep. R. Crim.. P. 6(Q).



witness who isreleased at the end of the grand jury’s term may be subpoenaed to appear agan before
subsequent grand juries, where the process may repest itself.

The federa grand jury aso has unpardlded access to documents and other property. Federa
investigators who wish to examine rea or documentary evidence must obtain either (1) consent for a
search; or (2) asearchwarrant based uponashowing of probable causeto bdieve that evidence of acrime
will be discovered by the search authorized by the proposed warrant.” Thus the owner of documents or
other evidence hasaright to privacy that cannot be breached, without his consent, unless the government
establishes probable cause before a neutral magistrate?  In contrast, the grand jury can subpoena the
owner of documents or other evidence to present them to the grand jury — on pain of contempt — absent
avdid daim of privilege® No showing of probable causeisrequired to sustain the grand jury’ s subpoena
for tetimony or the production of evidenceX® To the contrary, the Supreme Court hasrecognized that a

subpoenais conditutionaly vaid unlessthe subpoenaed party showsthat thereis no reasonable posshility

®See BEALE, GRAND JURY LAw, supra note 3, 8 11:17.

"For a genera discussionof the requirements imposed by the Fourth Amendment, the concept of
consent, and the meaning of probable cause, see WAYNE R. LAFAVE, JEROLD J. ISRAEL & NANCY J.
KING, CRIMINAL PROCEDURE 88 3.3 & 3.10 (3d ed. 2000).

®There is also an exception to the warrant requirement when exigent circumstances require an
immediate search, seeid. 8 3.5(e), but this exceptionwould not ordinarily be gpplicable whena prosecutor
plans an investigation of crimind activity. More relaxed standards are also applicable in the cases of
regulatory searches and inspections, see id. 8 3.9, but again those standards would not ordinarily be
goplicable to the prasecutor planning acrimina investigation.

°See BEALE, GRAND JURY LAW, supra note 3, § 11:17.

Seeid. § 6:3. A subpoenamay, however, be quashed if it is“ unreasonable or oppressive.” See
Fep.R. Crim. P. 17(c).



that the category of materids the government seekswill produce informationreevant to the genera subject
of the grand jury’ sinvestigation.*

Although the privilege againg sdif incrimination gpplies in the grand jury, it does not prevent the
government from compelling the cooperation of third parties. If awitness or the custodian of a document
asertsavdid privilege, he may be provided with use and derivative use immunity, and then be required
to comply with the subpoena to testify or produce evidence.2

Looking at the matter from the pergpective of awitness (or target), the grand jury’ s investigetive
powers are subject to few limitations, and there are far fewer procedura protections available in agrand
jury investigation than in an investigation conducted by any federd police agency.

B. Therule of grand jury secrecy

Along withthe broad authority of grand juriesto investigate crimes, thereisalongstanding tradition
of grand jury secrecy dating back to at least the seventeenth century.®® The common-law tradition of grand
jury secrecy was adopted inthe United States and wasl ater codified in Federal Rule of Crimina Procedure
6(€).1* Rule 6(e) prohibits any disclosure of “mattersoccurring beforethe grand jury.”*> Absent a court

order, grand jury materia may only be disclosed to “another federal grand jury,”*® “an attorney for the

1See United States v. R. Enterprises, 498 U.S. 292 (1991). Seegenerally BEALE, GRAND JURY
LAw, supra note 3, § 6:21.

2See BEALE, GRAND JURY LAW, supra note 3, 8 7:1-7:6, 7:21.

BSeeid. §5:2.

“Seeid.

“Fep. R CriM. P.6(e)(2). Therule prohibitsany grand juror, interpreter, stenographer, operator
of arecording device, typist who transcribes recorded testimony, attorney for the government, or person
to whom a disclosure is made under Rule 6(€)(3)(A)(ii) from disclosng any meatters occurring before the
grand jury. It does not prohibit grand jury witnesses from disclosing their own testimony.

¥FeD. R. CriM. P. 6(€)(3)(C)(iii).



government for useinthe performance of such attorney’ s duty,”*” and “such government personnd” asan
attorney for the government deems necessary to ass s the government attorney“inthe performance of such
attorney’ s duty to enforcefederal crimind law.”*® Where grand jury maiters are disclosed to government
personnd, those individuds are expresdy forbidden to use the grand jury materid for any other purpose
than assisting the government attorney to enforce the federal crimind law.*® The government attorney must
a0 advise the didtrict court of the disclosure of grand jury materids and the names of the government
personnel to whom the disclosures were made.°
C. The courts' rolein supervising grand jury secrecy

Disclosureof grand jury materid to persons outside the circle of those directly involved inthe grand
jury’s investigation has traditiondly been supervised by the federd district courts.  No one other than
another federa grand jury, government attorneys, or personnd assisting them in enforcing the federa
crimind law has been permitted accessto grand jury materia without first obtaininga court order supported
by particularized findings that demonstrate a specific need for the information.

Prior to 1985, there were only two circumstancesinwhichadidtrict court had theauthorityto order
disclosureof grand jury materid. First, disclosure could be ordered “ preliminarily to or in connection with

ajudicid proceeding’?! where a party was able to make a*“ strong showing of particularized need” for the

YFep. R. CRiM. P. 6(€)(3)(A)(1). This disclosure is limited to “those attorneys who conduct the
crimind matters to which the materids pertain.” United States v. Sdis Eng'g, Inc., 463 U.S. 418, 427
(1983).

BFep. R. CriM. P. 6(€)(3)(A)(ii).

“Fep. R. CriM. P. 6(€)(3)(B).

2] d.

2Fep. R CrRIM. P. 6(€)(3)(C)(i). See BEALE, GRAND JURY LAW, supra note 3, 8 5:9.



grand jury materials.?? Disclosures under this provison are often a matter of timing. Requests for
disclosure during agrand jury investigation are seldom granted.?® Second, courts are authorized to order
disclosure of grand jury matters to a defendant “upon a showing that grounds may exist for amotion to
dismiss the indictment because of matters occurring before the grand jury.”

The requirement that any party seeking grand jury materid make an extraordinary showing of need
reflects a strong commitment to the secrecy of grand jury proceedings. This requirement aso reflects the
federal courts role as gate-keepers of grand jury informationcharged with responghbility to ensurethat the
interestsfurthered by the secrecy rules are not unduly eroded. In performing this gate-keeper function, the
courts have focused on &t least three distinct interests served by secrecy:

Firg, if preindictment proceedings were made public, many prospective witnesses would

be hestant to come forward voluntarily, knowing that those against whom they testify

would be aware of that testimony. Moreover, witnesseswho appeared before the grand

jury would be lesslikely to tegtify fully and frankly, as they would be open to retribution

aswadl asinducements. There asowould betherisk that those about to beindicted would

flee, or would try to influenceindividud grand jurorsto vote againg theindictment. FHndly,

by preserving the secrecy of the proceedings, we assure that persons who are accused but

exonerated by the grand jury will not be held up to public ridicule®

For thesereasons, the Supreme Court has stated that it “must dwaysbe rductant to conclude that abreach

of this secrecy has been authorized.”%

23 |s Engineering, 463 U.S. 418. See also BEALE, GRAND JURY LAw, supra note 3, 8 5:10.

2Seeid. at § 5:10. Although disclosures during an investigation are rarely granted, if a witness
before the grand jury later testifies as a government witness at a trid, the government must disclose the
witnesses grand jury testimony to the defendant pursuant to the Jencks Act. 18 U.S.C. § 3500(b), (€)(3)
(1994).

#Fep. R. Crim. P. 6(€)(3)(C)(i).

%Douglas Oil Co. v. Petrol Stops Northwest, 441 U.S. 211, 219 (1979).

»Sd|s Engineering, 463 U.S. at 425.



The courts have been particularly hestant to permit disclosure of grand jury information for any
purpose other than the enforcement of crimind law. InUnited Statesv. Salls Engineering, the Supreme
Court interpreted Rule 6(€) to prohibit the disclosure of grand jury materids to government attorneys for
their usein dvil litigation without both a showing of particularized need and a court order. The Supreme
Court premised itsdecisionin part on arecognitionthat permitting the fruits of the grand jury’ sinvestigation
to be disclosed for purposes other than crimina prosecution poses athreat "totheintegrity of the grand jury
itsalf."?” The Court explained that:

If prosecutorsinagiven case knew that their colleagueswould be freeto usethe materias

generated by the grand jury for aavil case, they might be tempted to manipulatethe grand

jury’s powerful investigative tools to root out additiond evidence useful in the civil suit, or

even to dart or continue a grand jury inquiry where no crimina prosecution seemed

likely.?®

The Court dso recognized that “use of grand jury materiads by Government agenciesthreatensto
subvert the limitations gpplied outsde the grand jury context onthe Government’ spower of discovery and
investigation.”?® As the Court explained, “there are few if any other forumsinwhichagovernmental body
has such rdaively unregulated power to compel other persons to divulge information or produce

evidence.”® Other avenuesof investigationand discovery by the Government are more limited, and those

limitationsareimposed, the Court noted, “for sound reasons — ranging fromfundamenta fairnessto concern

7|d. at 432.

#]d. The Court noted its concern that such grand jury misuse "would often be very difficult to
detect and prove.” 1d.

#|d. at 433.

| d.



about burdensomenessand intrusiveness.”®! Giving Government litigatorsor investigators* unlimited access
to grand jury maerids’ would alow them to “ subvert the limitations and procedural requirements’ placed
on them.® “In short,” the Court stated, “if grand juries are to be granted extraordinary powers of
investigation because of the difficulty and importance of thar task, the use of those powers ought to be
limited as far as reasonably possible to the accomplishment of the task.”*

From 1985 to 1994, Congress tinkered withthe grand jury secrecy rules on several occasonsto
expand the potentia universe of those who may receive grand jury materids. Nearly dl of these changes
preserved the role of the courts in supervising the selected disclosure of information.

In 1985, Congress authorized the courts to order disclosure of grand jury materids to a state
officia “upon ashowing that such matters may disclose a violation of state crimind law.”** The Notes of
the Advisory Committee in connection with the amendment indicated that its intent was to address the
problem that when federa grand juries developed evidence tending to show aviolation of gate crimind
law, the information often could not “be communicated to the appropriate state officds for further
investigation” because of the reguirement of a showing of particularized need and ajudicia proceeding.®
TheCommitteestated that the “inability lanvfully to disclose evidence of astate crimind violation— evidence

legitimately obtained by the grand jury — congtitutes an unreasonable barrier to the effective enforcement

ad.

2|d. at 433-34.

#|d. at 434-35.

¥Pub. L. No. 98-473, § 215(f), 98 Stat. 1837, 2016 (1984); Fep. R. Crim. P. 6()(3)(C)(iv).
3Fep. R Crim. P. 6(€)(3)(C) advisory committee' s note (1985).



of our two-tiered systemoncrimina laws.”*® Recognizing that the conduct of grand juries could be directly
impacted by thoseto whomdisclosure of itswork product may be made, the Committee explicitly indicated
that there was “no intention, by virtue of this amendment, to have federa grand juries act as an arm of the
state.”%

In reaction to the savings and loan and other banking failures in the 1980's, Congress in 1989
expanded the disclosure authority of courts. Thislegidation authorized courtsto order disclosure of grand
jury matters arisng out of an investigation of banking law violations to a financid inditution regulatory
agency upon ashowing that such agency had a“substantial need” for the information.*® The 1989 law also
expanded the drde of those permitted to share grand jury materias without a court order to include
government attorneysin need of the information to enforce the avil pendty provisons of the new law or

in connection with any federd civil forfeiture provison.®

| d.

71d.

*®Hnancid Inditutions Reform, Recovery, and Enforcement Act of 1989 (FIRREA), 18 U.S.C.
§ 3322 (1994). Although the origina statute alowed disclosures only to "afinancid inditution regulatory
agency," a 1999 amendment permitted disclosures to state as wel as federa regulatory agencies. See
Gramm-Leach-Bliley Act, Pub. L. No. 106-102, § 740, 113 Stat. 1338, 1480-81 (1999).

®See 18 U.S.C. § 3322 (1994). Asorigindly enacted, § 3322 limited the disclosures under this
provison to “grand jury information concerning a banking law violation” and limited the purpose of
disclosure to enforcement of the avil pendty and avil forfeiture provisons of FIRREA. Financid
Institutions Reform, Recovery, and Enforcement Act of 1989, Pub. L. No. 101-73, § 964(a), 103 Stat.
183, 505-06. In 2000, however, an amendment to that provison eiminated the requirement that the
disclosed grand jury information concern a banking violaion and permitted disclosure in connectionwith
“any avil forfeiture provison of Federal law,” rather than only in connection with avil forfeitures under
FIRREA. SeeCivil Asset Forfeiture ReformAct of 2000, Pub. L. No. 106-185, § 10, 114 Stat. 202, 217
(2000).

10



A second expangon of the courts authority to order disclosure of grand jury materid occurred
through the passage of the International Antitrust Enforcement Assistance Act of 1994.° This statute
authorized courtsto permit disclosure of grand jury materid relating to violations of foreign antitrust law to
a“foreign antitrust authority” upon a showing of particularized need.**

There have dso been severd unsuccessful efforts to expand the disclosure provisons pertaining
to grand jury materids. One proposed expansion would have permitted disclosure of grand jury materids
concerning afedera hedth care offense to an atorney for the government for “use in any investigation or
avil proceeding related to health care fraud.”? A second proposal would have alowed disclosureof grand
jury materid to the Securities and Exchange Commiss onwhere the informationinvolved conduct that might
violate federal securities laws*®  Although disclosure of grand jury information would no doubt have
assisted the SEC and the agencies that regulate federa health care programs, presumably this need was
deemed insufficient to judtify eroson of thewall of secrecy surrounding grand jury proceedings.

1. The USA Patriot Act

The Patriot Act represents amarked departure from past changesto grand jury secrecy rules. The
Act permits disclosure, without court order, to along list of federa agencies with duties unrelated to law
enforcement. Although the materid disclosed mudt rdate to foreign intelligence or counterintelligence, the

Patriot Act definesthoseterms withconsiderable breadth.  The Act thus deserves careful scrutiny with an

%15 U.S.C. 88 6201-12 (1994).

“ld. § 6204(2).

“H.R. CoNF. Rer. No. 104-350, pt. 2, at 1185 (1995). The proposal passed both the House of
Representatives and the Senate, but was diminated from the find bill in conference. Seeid.

“See S. Rer. No. 101-337, at 4 (1990).

11



eye toward both erosion of the traditional secrecy afforded to grand jury proceedings, and the potentia
that the changes made by the Act could threaten “the integrity of the grand jury itsdf."*

The Act changes the secrecy rules by amending the disclosure provisions of Rule 6(e)(3)(C) to
permit disclosure of grand jury matters involving "foreign intelligence or counterintelligence . . . or foreign
intdligence information . . . to any Federd law enforcement, intelligence, protective, immigration, nationa
defense, or nationd security officid in order to assg the officid recalving that information in the
performanceof his officid duties”® The Act reguires that “[w]ithin a reasonable time after” a disclosure
under the new provison, “anattorney for the government shdl file under seal anotice with the court sating
the fact that such information was disclosed and the departments, agencies, or entities to which the
disclosure was made.”*

Both the Act and amended rule define the term “foreign intelligence” by referenceto the Nationd
Security Act of 1947 to include “information relating to the capabilities, intentions, or activities of foreign
govenments or dements thereof, foreign orgenizations, or foreign persons”  The term
“counterintelligence’ islikewisedefined by referenceto the Nationa Security Act, as*“informationgathered

and activities conducted to protect agans espionage, other inteligence activities, sabotage, or

“United Statesv. SellsEng'g, Inc., 463 U.S. 418, 432 (1983).

sUniting and Strengthening America by Providing Appropriate Tools Required to Intercept and
Obstruct TerrorismAct (USA PATRIOT Act) of 2001, Pub. L. No. 107-56, § 203(a)(1), 115 Stat. 272
(2001). Althoughthe Act includesa*“sunset” provision, under which the changes made by the act will end
on December 31, 2005, the amendments to the grand jury disclosurerules are specifically excepted from
the sunset provision. 1d. § 224(a).

“]d. § 203(a).

450 U.S.C. §401a(2) (1994).

12



nations conducted by or on behdf of foreign governmentsor e ementsthereof, foreign organizations,
or foreign persons, or internationd terrorist activities*® The Patriot Act itsdlf broadly defines “foreign
intelligence information” to include:

(1) informetion, whether or not concerning a United States person, that relatesto the ability
of the United States to protect against —

(ad) actud or potentid attack or other grave hodile acts of a foreign
power or an agent of aforeign power;

(bb) sabotage or internationd terrorism by aforeign power or an agent
of aforeign power; or

(cc) dandedtine intdligence activitiesby aninteligence service or network
of aforeign power or by an agent of aforeign power; or

() information, whether or not coming from a United States person, with respect to a
foreign power or foreign territory that relatesto —

(aa) the nationa defense or the security of the United States; or
(bb) the conduct of the foreign affairs of the United States.*®

The gtatute does not list dl of the federa agencies to which disclosure would be permitted under
the amended rule, but a non-exhaudtive list of such agencies would likdy include the Federal Bureau of
Investigation, the Drug Enforcement Adminigration, the Secret Service, the Postal Inspection Service, the

United StatesMarshd s Service, the Customs Service, the Interna Revenue Service, the Bureauof Alcohal,

“|d. § 401&(3).

“Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and
Obstruct TerrorismAct (USA PATRIOT Act) of 2001, Pub. L. No. 107-56, § 203(a)(1), 115 Stat. 272
(2001).

13



Tobacco, and Firearms;*° the Office of the Director of Central Intelligence, the Centra InteligenceAgency,
the Nationd Intelligence Coundil, the National Security Agency, the Defense Intelligence Agency, the
Centra Imagery Office, the National Reconnaissance Office, the nationd intdligence offices within the
Depatment of Defense, the intdligence dements of the Army, Navy, Air Force, Maine Corps,
Depatment of Treasury, and Department of Energy, the Bureau of Intelligence and Research of the
Depatment of State;> the Immigration and Naturdization Service; and the newly-created Office of
Homeland Security and Homeland Security Council.>?
V. Thelmpact of the Patriot Act on Grand Jury Secrecy

An assessment of the Patriot Act should consider its likdy impact on the interests protected by
grand jury secrecy, the need for disclosure, and the role of the court in supervisng disclosure. Although
it is difficult to assess with precision the incrementa impact of these provisons, some damage to the
interests traditiondly served by grand jury secrecy, especidly reputationd interests, may occur. In our

view, the need for disclosure of foreign intdligence and counterintelligence information would in some

%The ligted agencies are amnong those identified in NORMAN ABRAMS & SARA SUN BEALE,
FEDERAL CRIMINAL LAW AND ITS ENFORCEMENT 6-8 (3d ed. 2000) as federd law enforcement
agencies. The authors indicate that in totd, “[t]hereare over 50 mgjor federd law enforcement agencies’
and “there are as many as 200 federd agencies today that have some crimind enforcement role” Id. at
6. For ingance, there are “crimind law enforcement personnd functioning within the Department of
Agriculture, the Department of Labor, the Department of the Interior, the Securities and Exchange
Commission, and the Food and Drug Adminigration.” 1d. at 8.

S'The foregoing are among the agencies identified in the Nationa Security Act as being withinthe
“intelligence community.” 50 U.S.C. § 401a (1994).

%2Exec. Order No. 13,228 (Oct. 8, 2001).

14



instances outweigh these harms.  These conclusions support the amendment of Rule 6 to dlow some
disclosure, but they do not support the Patriot Act’ sfaluretoincludejudicid supervisonof the disclosures.
A. The potential for harm to the interests protected by grand jury secrecy

AsnotedinPart |1, grand jury secrecy serves severd different functions: encouraging witnessesto
come forward and tedtify fully, preventing leaks to targets who might flee or obstruct the grand jury’s
investigation, and protecting reputationd interests.

Will witnesses be less likdly to be forthcoming if they know that awide range of federd officids
may have access to thar tesimony rdaing to foreign intdligence or counterintelligence? A traditiona
judtification for grand jury secrecy has been that witnesses may be reluctant to come forward or testify fully
out of fear of retributionfrom those againg whom they testify. Theseconcernsare certainly reevant to the
investigation of terrorist activities. Any witnesses with knowledge of terrorist activities might reasonably
fear retribution if their testimony were publicly reveded. Witnesses who provide information detrimentd
to other membersof tight-knit immigrant communities might fear both reprisals and generd hodtility if thar
tesimony were known. Similarly, some foreign nationds might be reluctant to testify freely about matters
occurring in ther home countries if they fear that officids from their home country would obtain their
testimony through cooperation with American intelligence agencies that receive the information pursuant
to the Patriot Act. The ability to guarantee secrecy to such prospective witnesses might well encourage
their testimony, and broad exceptions to secrecy might deter the witnesses.

Because there are aready a number of exceptions to grand jury secrecy, however, the difficult

question is whether the additiona exceptions provided in the Patriot Act will makeameaterid differencein

15



the attitudes and conduct of lay witnesses. This seems doubtful; an explanation of the current exceptions
to secrecy would be quite technica, and likely beyond the understanding of most lay witnesses. For that
reason, it seems likdy that the incrementd added impact onwitnesses from the possible disclosure of their
testimony to various inteligence and defense agencieswill be smdl. However, if grand jury testimony were
ultimately leaked back to persons againg whomtestimony had beengiven, toa givenimmigrant community,
or to offigds inawitness shome country, it seems likely that further cooperation by that witness, or others
who learn of the disclosures, would be greetly diminished. In that respect, then, the protection of grand
jury information after disclosure may be more criticd than the amendment of Rule 6(e) to permit such
disclosure.

Smilaly, it is doubtful that the Patriot Act will have a sgnificant effect on the second interest
furthered by secrecy — the risk that targets will flee or try to influence the grand jury improperly. These
harms can occur only whenthe targets of the investigationactudly learn of the informationdisclosed. There
IS no reason to believe that the agencies now entitled to disclosure under the Patriot Act would be inclined
to share the grand jury information with the targets of the grand jury’ sinvestigation. Although the danger
of leaks increases with the number of agencies that receive the information, the danger can be reduced if
recelving agencies take appropriate measures to keep the information confidentid to the maximum extent
possible. Here agan, the protection of grand jury information after disclosure is criticd. Although no
information has been provided regarding the steps the agencies intend to take to protect the information
inquestion, most of the agencies are likely dready attuned to the interests concerned here: preventing the

targets of antiterrorigt investigations from learning about and thwarting the government’ s investigation.

16



Thethird interest served by grand jury secrecy is protecting the reputations of those investigated
but not prosecuted. Although it is difficult to assess the precise danger the Patriot Act presents to this
interest, there is reason to think that problems may arise.  Unlike federa prosecutors, agencies not
traditiondly involved in the enforcement of criminal law may lack a full appreciation of the need to be
sengtive to the reputationd interests of those implicated by grand jury informationwho are ultimately found
not to have engagedinwrongdoing. Moreover, thisinterest islesscentra totheagencies owninvestigetive
missons than the other interests noted above. |t should aso be noted that even in the law enforcement
context it is not unusud for third parties to suffer reputational harm as aresult of information revealed by
witnesses who are not subject to the rulesof secrecy regarding their own testimony before the grand jury.
Thus the reputationd interests protected by grand jury secrecy may bethe most likdly to suffer as aresult
of the increased disclosure authorized by the Patriot Act.

B. The need for disclosure

Thethrest to the interests furthered by secrecy must be weighed againgt the need for disclosure of
the informationinquestion. If afederd prosecutor examining awitnessinagrand jury learnsof animminent
threat to national security, the need for disclosure of that information would clearly outweigh the need for
secrecy. Under at least some circumstances, therefore, disclosures of the kind authorized by the Patriot
Act would bedesrable. For example, the disclosurein grand jury proceedings of aplot to assassnatethe
Chief Executive of Pakistan, Generd Pervez Musharraf, would not conditute a federa crime (assuming
that the plot involved only Pakistanis acting in Pakistan), but it would present aclear threat to the nationd

security of the United States. Given the danger that might be posed if Pakistan’s nuclear wegponsfell into
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thewrong hands, thereisa strong jutificationfor providing thisinformationto nationd defense and nationd
security officids. The nationd interest will, at least in some ingtances, clearly outweigh the potential harm
that might flow from making an exceptionto the rule of grand jury secrecy, especidly if disdlosureis limited
and accompanied by an effort to protect the information disclosed and to minimize any potentid harm.
C. The courts' role in supervising disclosure of foreign intelligence or counterintelligence
information

Asuming that Congress was judtified in determining that the need for disclosure of foreign
intelligence or counterintelligence informationoutwel ghs the need for secrecy in some instances, it is more
difficult to see why the disclosures should be permitted without judicid gpprova. The House version of
the Patriot Act authorized disclosure only with a court order,® but this provision was absent from the
Senate verson and was omitted from the fina legidation.

Obtaining judicid approval for the disclosures authorized by the Patriot Act would not be
burdensome. If a grand jury investigation uncovers information relating to foreign intdligence or
counterintelligence, the government should have no difficulty in identifying a* particularized need” for the
disclosureto agenciesidentified inthe Patriot Act. Becausegrand jury proceedingsoccur inthe courthouse
under the generd supervisionof the digtrict court, it should generdly be possible to obtain judicid approva
very quickly if necessary. Similarly, security concerns do not seemto have much bitein this context. By
definition, the Stuationcovered by the amendment of Rule 6(€) is one in which the informationinquestion

has aready been disclosed in recorded proceedings under the supervisonof the court. Althoughtherules

of grand jury secrecy generaly protect the record of the proceedings, these records are certainly open to

*H.R. Rer. No. 107-236(1) (2001), 2001 WL 1205861, at * 30.
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the supervising court. It is thus difficult to see what harm could result from requiring a court order
authorizing disclosureto intelligence, protective, immigration, nationd defense, or nationd security officds,
particularly since such an order could be sedled if necessary. Court supervision of the disclosures would
thus not frustrate the purposes of the Patriot Act.

The tradition of judicid review of grand jury disclosures suggests two reasons to be troubled by
the omissonof suchprotections inthe Patriot Act. Fird, judicid goprovd isthe only mechanism available
to ensure that the disclosures actudly fal withinthe ambit of the new exception crested by the Patriot Act.

Inthe absence of arequirement for judicid approva, only the government officias who provide or receive
the information will know the substance of any disclosures. Although the Act provides for after-the-fact
notice to the court that a disclosure has been made to a particular agency,™ thisis quite different from a
requirement of a judicid finding that the information in question falswithin the Act’s definition of foregn
intelligence or counterintelligence information, and that the government has demonstrated a particularized
need for its disclosure. Absent judicia review of requests for disclosure, there is no way to test what
materid falswithin the new exception to grand jury secrecy, and even the ddiberate disclosure of grand
jury informationfaling outside the exception added by the Patriot Act would seldomif ever be discovered.

Second, in the absence of a requirement for judicid approva, the government will not have to
demongtrate aneed for disclosurethat judtifiesan exception to the generd principle of grand jury secrecy.
The Act does not require any showing of need for the information. Requiring a court order prior to

disclosure would ensure that disclosure occurs only where the information is needed, and that need

%See supra text accompanying note 46.
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outweighs any harms to the interests served by grand jury secrecy. Without prior judicid involvemernt,
thereisarisk that disclosurewill become routine. If that occurs, therearemorelikely to beindividua cases
in which the interests served by secrecy are undermined, and, more generdly, the sanctity of grand jury
information will be eroded over time.
V. An Unintended I mpact of the Patriot Act: the Potential for Expanding the Use of Grand Juries

Although there are concerns that the disclosure of grand jury materids permitted by the Patriot Act
could undermine some of the interests promoted by grand jury secrecy, those concerns would not outweigh
the need for the use of the information under some circumstances — particularly if, as we suggest, judicid
approva were aprerequisite. The availability of disclosure, however, o raises an important issue not
directly addressed by Rule 6: the unintended expansion of the scope of federd grand jury investigations.
Asthe Supreme Court recognized in Sells Engineering,® once prosecutors know that they can usethe
information gathered by the grand jury for a particular purpose, they may be “tempted to manipulate the
grand jury’ s powerful investigaive tools to root out additional evidence” for that purpose, or even “to start
or continue agrand jury enquiry where no crimina prosecution seems likely.”®

A back-door expansion of the scope of grand jury investigations would be problematic because
the enormous investigaive powerswielded by the grand jury and the rdativey limited rights possessed by
witnesses and targets have beentailored exclusvely for the purpose of crimind law enforcement. In other

contexts, such asaivil litigation or foreign intelligence, the powers given to government investigators, the

%463 U.S. 418 (1983).
sd, at 432.
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rights of those being investigated, and the ba ance between the two may be quite different. A grand jury
investigation can be extremdy intrusve, and witnesses have fewer rights than they would in other
proceedings.

If Congresswereto face the issue directly, it is doubtful whether it would passaproposal expliatly
authorizing federa grand juries to investigate any and al matters relevant to “foreign intelligence or
counterintelligence.” The Patriot Act definesthese terms broadly, going far beyond terrorist activities. For
example, these terms encompass “information, whether or not coming from a United States person, with
respect to aforeign power or foreign territory that relates to . . . the conduct of the foreign affars of the
United States.”>” Should the grand jury —backed by the power of contempt —be ableto compel witnesses
to discloseinformation and documents regarding the diplomeatic strategies of other countries? What if the
issue relates solely to trade or economic concerns?

Further, to the extent that other government officias become accustomed to recelving grand jury
materids more frequently, will they press prosecutorsto employ the grand jury’ s power to ferret out other
informationevenif it does not fal withinthe parameters of the Patriot Act (but isrelated to other informetion
that does fdl withinthe Act)? For example, will Immigration and Naturdization Service employees press
federal prosecutorsto employ the grand jury to seek informationrdevant to the immigrationstatus of given

individuas? Would they do this when it is relevant to “national defense or security”? What if the

sUniting and Strengthening America by Providing Appropriate Tools Required to Intercept and
Obstruct TerrorisnAct (USA PATRIOT Act) of 2001, Pub. L. No. 107-56, § 203(a)(1), 115 Stat. 272
(2001).
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informationrel ated to the agent’ sduties under the ImmigrationAct but not to either “foreign intelligence or
counterinteligence.”®

Giventhe grand jury’ sunmatched investigetive powers, the Supreme Court was wiseto recognize
the temptation that any new exception to grand jury secrecy will pose for those conducting grand jury
investigations. The breadth of the terms “foreign intdligence” and “ counterintelligence,” and the extensve
list of those who now have access to grand jury information, raise the real danger that an unplanned and
unauthorized expansion will occur in the scope of the mattersinvestigated by grand juries.

Few if any means exis to chalenge such an expansion, or even to learn whether it is occurring.
The generd rule of grand jury secrecy leaves the press and public with dmaost no available information
about grand jury investigations. No reporter, interest group, or member of the public may attend the
proceedings to get an overview, and even after the fact no information is made avalable to the public
regarding the subject and scope of the grand jury’s investigation, the names of those called as withesses,
or the results of the investigation (though any resulting indictmentsare normally filed in open court®). The
only sources who can lanfully provide information about grand jury proceedings to the public are
witnesses, because they done are not bound by grand jury secrecy.®®  But witnesses haveinformation only

about their own testimony. They generdly have little ingght into the overdl course of the grand jury’s

%8See supra text accompanying notes 45-49.
%See Fep. R. CriM. P. 6(f) (providing indictment “shall be returned . . . in open court”).
“BeALE, GRAND JURY LAW, supra note 3, 8 5:5.
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investigation, and, perhaps more important, witnesses have no right to challenge the grand jury’s
jurisdiction.*

The potentia for misuse of the grand jury is especidly troubling in view of the aisence of any
requirement for judicia approval of foreignintdligenceand counterintelligenceinformationunder the Patriot
Act. Asthe Supreme Court has recognized, “the usud difficulty in detecting grand jury abuse” diminishes
when the parties "seeking disclosure must go before a court and demonstrate a particul arized need prior
to the disclosure, and when, as part of that inquiry, the district court may properly consider whether the
circumstances disclose any evidence of grand jury abuse."?

The potential for a back-door expangon of the grand jury’s investigative jurisdiction is dso
problematic because it may increase the risk that the nationa defense and security ingtitutions will be
ingppropriately involved in domedtic affars. Domestic law enforcement operates in a lega and
congtitutiond culture that gives subgtantid weight to the rights of individuds. The reationship of the
government to its dtizens is shaped by the congtitutiond requirement that the government respect each
ctizen's condtitutiond rights. The intelligence and military communities operate in afar different context
than domestic law enforcement, and ther inditutiond culturesand values have been shaped by their roles.
Foreign powers, their agents, and their armies have no condtitutiona rights comparable to the rights

identified by the Fourth, Ffth, and SxthAmendments. In generd, therefore, federal law has precluded the

81Seeid. 8 9:24. The courtsgeneraly reasonthat awitnesshasno standing to object to the grand
jury’ sinquiry. The only person who can chdlengethe grand jury’ sjurisdictionisadefendant the grand jury
hasindicted. There will ordinarily be no defendants indicted if the grand jury’ s jurisdiction expandsin the
fashion noted above, precisay because the investigationwill probe mattersunrelated to crimind violaions
©2United States v. John Doe, Inc. |, 481 U.S. 102, 114-15 (1987).
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military from taking part in domestic law enforcement,®® and has drawn a sharp digtinction between
domestic and foreign intdligence surveillance.®* These limitations have been intended to reduce the
likelihood that the military and foreign inteligence communitieswill erode the rights of American citizens.
Particularly in the absence of judicid review, and ina context wherethe process operatesinsecret, aming
these communities with the powers of the grand jury is highly problematic.
VI.  Conclusion

The new exceptionsto grand jury secrecy authorized by the Patriot Act are part of an effort to
coordinate our law enforcement, defense, and nationa security efforts. Theterrorist attacks of September
11, 2001, chdlenge the neatness of our historicd digtinction between crime and war. That didtinction is
illustrated by contragting the bombing of the federd building in Oklahoma City with the bombing of Pearl
Harbor. The former was clearly a crime while the latter was just as clearly anact of war. The attackson
theWorld Trade Center and the Pentagon do not fit dleanly into ether category. Whilethe attacksviolated
ahogt of federa crimind provisons, thereisanadditiond qudity to them that cdlls for a response beyond
the return of an indictment. At the same time, because these were not the acts of a foreign state with a
clearly defined military objective, describing the attacks as an act of war strains our traditional use of that

term.

%The Posse Comitatus Act, 18 U.S.C. § 1385 (1994), makes it acrime to willfully use any part
of the Army or the Air Force “as a posse comitatus or otherwise to execute the laws.” For a generd
discussion of the Posse Comitatus Act, see ABRAMS & BEALE, supra note50, at 370-83, and W. Kent
Davis, Svords I nto Plowshares: The Dangerous Paliticization of the Military in the Post-Cold War
Era, 33 VAL. U. L. Rev. 61 (1998).

“See generally WilliamC. Banks& M.E. Bowman, Executive Authorityfor National Security
Surveillance, 50 Am. U. L. Rev. 1 (2000).
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The blurring of the line between crime and war can be expected to result in ablurring of theline
between law enforcement and nationa defense. Combating the newly emerging face of terrorism will
require increased coordination between police officers, intelligence agents, and The armed forces. Given
our historica aversontothe involvement of foraegn intdligence and the military indomestic affairs, however,
we mug carefully eval uate the organi zationof this newly combined law enforcement/nationa defenseforce.
One of the critical meeting pointsin the organization of this new combined force is the federd grand jury.

A good case canbe madefor an exception permitting the disclosure of some grand jury materids
regarding foreign intdligence and counterintelligence to federd agencies respongble for matters such as
nationd security, immigration, and military defense, even though cresating another exceptionto the principle
of grand jury secrecy may bring about some harm. Steps are needed, however, to minimize harm to the
interests served by secrecy. Firg, disclosures should be limited to those authorized by Rule 6, and to
instances where aneed for the materid outwe ghs the need for secrecy. Thetraditiond meansfor ensuring
that disclosures meet these standards is the requirement of prior judicid approvd, and Rule 6 should be
amended to extend the requirement of judicia gpprova to the disclosures authorized by the Patriot Act.
Second, the recaiving agencies should develop procedures to ensure that grand jury information is kept
confidentid to the greatest extent possible, and to sengtize those deding with grand jury materid to the
need for preserving secrecy.

Equaly important, there is a Sgnificant danger that the rule permitting disclosure will be trested as
the de facto authorization of an expangon of the grand jury’s investigative role to encompass seeking

materid relevant only to mattersof nationd security, nationd defense, immigration, and so forth. Thegrand
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jury’s awvesome powers should not be unwittingly extended to a muchwider range of issues. Here, asin
the case of preserving secrecy, the requirement of judicid approval for the rdease of foreign intdligence
and counterintelligenceinformationisthe key. Since the grand jury operates in secret, there are no public
checksonthe scope of itsinvestigations, and witnesses are not permitted to chdlenge itsjurisdiction. Only
the supervisng court isinapositionto keep the grand jury’ sinvestigationwithin proper bounds. Requiring
judicid approvad of foreign intdligence and counterintelligence information disclosures would provide a
natural check againg the temptation to manipulate the grand jury to develop information for unauthorized
pUrpOSES.

To preserve the traditiond vaues of grand jury secrecy —which serve important law enforcement
vaues—and to keep grand juries within lavful bounds, anamendment to Rule 6 requiring judicia approval

would be animportant complement to the exceptions to grand jury secrecy authorized by the Patriot Act.
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